EMPATHER   •   RESPONSIBLE RESEARCH TOOLKIT
SUPPORTING EMPATHER TOOLKIT RESOURCE  03A
Privacy-by-Design
Quick Standard Operating Procedure  ·  Six steps to responsible data handling
	MINIMISE
	PROTECT
	CONTROL
	CHECK TOOLS
	REVIEW
	COMPLETE


 
	PURPOSE AND USE
Apply this practical procedure before collection, during research and when data, methods, participants, partners or technologies change. Adapt it to your institution’s requirements; it does not replace ethics review or specialist advice.


 
	PROJECT
___________________________________
	ORGANISATION
___________________________________

	PREPARED / REVIEWED BY
___________________________________
	DATE / NEXT REVIEW
___________________________________


 
	1
	MINIMISE — Collect only what you need


 
	☐  Define the personal data necessary for the research purpose.

	☐  Avoid collecting information simply because it might be useful later.

	☐  Identify sensitive or potentially identifying information.

	☐  Consider whether less identifiable or anonymous data could achieve the same purpose.


 
	ASK  Could we achieve the same purpose with less personal information?


 
	2
	PROTECT — Safeguard collection and storage


 
	☐  Use appropriate and assessed data-collection methods and tools.

	☐  Separate participant identifiers from research responses where possible.

	☐  Pseudonymise identifiable data as early as practicable.

	☐  Store data securely and minimise unnecessary copies.


 
	ASK  What would happen if these data were accidentally accessed or disclosed?


 
	3
	CONTROL — Limit access and sharing


 
	☐  Give access only to people who genuinely need the data.

	☐  Check what will be shared, with whom, and why.

	☐  Remove identifying information before sharing where possible.

	☐  Use appropriate secure methods to transfer research data.


 
	ASK  Does this person need the data or only the research findings?


 


RESOURCE 03A  /  QUICK PROCEDURE CONTINUED
Apply privacy decisions throughout the project
	4
	CHECK DIGITAL TOOLS — Know where the data go


 
	☐  Identify what participant data each digital service receives.

	☐  Understand where data are processed or stored and who may access them.

	☐  Prefer institutionally approved or appropriately assessed solutions.

	☐  Avoid providing identifiable or sensitive data to external or AI tools unless appropriately assessed.


 
	ASK  Can we explain what happens to participant data when we use this tool?


 
	5
	REVIEW — Reassess when circumstances change


 
	☐  Review arrangements when data, participants, tools, partners or purposes change.

	☐  Update the Resource 02 Visual Data Mapping Template when the data journey changes.

	☐  Record significant changes to data handling.

	☐  For incidents, follow institutional procedures and seek advice where necessary.


 
	ASK  Has this change altered the journey or risks of our data?


 
	6
	COMPLETE — Retain only what is necessary


 
	☐  Confirm which data must be retained, and for how long.

	☐  Delete unnecessary identifiable information, working copies and temporary files.

	☐  Remove access permissions that are no longer required.

	☐  Consider anonymising retained data and check research outputs for indirect identification.


 
	ASK  What must we retain, and what can now be safely removed?


 
	IMPORTANT DISTINCTION
Pseudonymised data remain personal data where individuals can be re-identified using separate information. Protect the linking information separately.


 


RESOURCE 03A  /  RECORD AND REVIEW
Project Privacy Arrangements
Record the decisions that turn the procedure into project-specific practice. Complete before data collection and update whenever arrangements change.
	Project decision
	Our agreed arrangement

	Main data storage location(s)
	 

	Who can access identifiable data?
	 

	How will identifiers and the code key be protected?
	 

	How will data be shared securely, if necessary?
	 

	Retention / deletion arrangements
	 

	Person to contact for privacy or data-protection advice
	 


 
Privacy-by-Design final check
	Before closing or reviewing the project
	Yes
	Review

	Did we collect only the personal data we genuinely needed?
	☐
	☐

	Did we protect identifiable information throughout the research?
	☐
	☐

	Was access limited to people who needed the data?
	☐
	☐

	Did we review privacy when our research changed?
	☐
	☐

	Do we know what must be retained, anonymised, archived or deleted?
	☐
	☐

	Can we explain our data-handling decisions?
	☐
	☐


 
Actions or unresolved questions
	Issue / action required
	Person responsible
	Target date

	 
	 
	 

	 
	 
	 


 
Completed / reviewed by: __________________________      Date: ______________      Next review: ______________



SUPPORTING EMPATHER TOOLKIT RESOURCE  03B
Privacy-by-Design
Detailed Standard Operating Procedure  ·  Plan and manage privacy throughout research
	PURPOSE
Integrate privacy decisions throughout educational research: planning, collection, storage, access, sharing, retention and deletion. Adapt this procedure to your project, institutional requirements and any relevant ethics or data-protection procedures. It is not a substitute for legal or specialist advice.


 
	MINIMISE
	PROTECT
	CONTROL
	CHECK TOOLS
	REVIEW
	COMPLETE


 
	PROJECT
___________________________________
	ORGANISATION
___________________________________

	SOP OWNER / REVIEWED BY
___________________________________
	DATE / NEXT REVIEW
___________________________________


 
	01
	Before Collecting Data


 
Define what you really need
	☐  Define the information required to answer the research question.

	☐  Do not collect personal information simply because it may be useful later.

	☐  Identify potentially sensitive personal information.

	☐  Consider whether combinations of information could indirectly identify participants.

	☐  Identify opportunities to use anonymous or less identifiable information.


 
	ASK  Could we achieve the same research purpose while collecting less personal information?


 
Clarify responsibilities
	☐  Identify who is responsible for decisions about research data.

	☐  Specify who will collect, manage, analyse and access the data.

	☐  Clarify roles when several organisations collaborate.

	☐  Identify contacts for privacy, ethics or data-protection advice.


 


RESOURCE 03B  /  DESIGN AND COLLECTION
	02
	Plan How Data Will Be Collected


 
	☐  Use EMPATHER Resource 02 — Visual Data Mapping Template to trace the data journey.

	☐  Ensure methods are consistent with information provided to participants.

	☐  Configure questionnaires, platforms and other tools to collect only necessary information.

	☐  Avoid unnecessary identifying fields (e.g. names, email addresses or exact dates of birth).

	☐  Separate identifying information from responses wherever possible.

	☐  Check whether photographs, video, audio or other identifiable recordings are necessary.


 
Where children and young people are involved
	☐  Use age-appropriate research methods and digital tools.

	☐  Request only information necessary for the research.

	☐  Do not request sensitive information without clear research justification.

	☐  Apply additional safeguards suitable for participants’ age and circumstances.


 
	BEFORE DATA COLLECTION STARTS
Review Resource 01 — Privacy & Ethical Readiness alongside this SOP. Data mapping should reflect what the researcher actually plans to collect and how participants have been informed.


 


RESOURCE 03B  /  COLLECTION AND STORAGE
	03
	Protect Data During the Research


 
Store data securely
	☐  Use institutionally approved or otherwise appropriately assessed storage locations.

	☐  Protect accounts and devices using appropriate authentication and access controls.

	☐  Avoid leaving identifiable participant information on shared or unsecured devices.

	☐  Keep unnecessary copies to a minimum.

	☐  Pseudonymise research data as early as practicable where appropriate.


 
Separate identifiers where possible
Keep the information used to identify participants separately from the research dataset. For example:
	IDENTITY FILE
Name, contact information, consent record
	PROTECTED CODE KEY
P001 ↔ participant identity
	RESEARCH DATASET
P001: questionnaire, interview or observation data


 
	IMPORTANT
Keep the code key separately protected, with access restricted to people who need it. Pseudonymised information still counts as personal data when individuals can be re-identified.


 
Notes / project-specific safeguards
	Additional safeguard
	How it will be implemented

	 
	 

	 
	 


 


RESOURCE 03B  /  ACCESS AND SHARING
	04
	Control Access and Sharing


 
Before granting access
	☐  Confirm that each person needs the information for their assigned role.

	☐  Provide access only to the relevant data.

	☐  Restrict access to identifiable data to as few people as reasonably possible.

	☐  Review permissions when staff join, leave or change roles.


 
Before sharing research data
	☐  Confirm what information is to be shared and why sharing is necessary.

	☐  Remove identifying information first where possible.

	☐  Confirm who will receive the data and how they will use them.

	☐  Use an appropriate secure transfer method.

	☐  Follow applicable institutional procedures or agreements.


 
	ASK  Does this person or organisation need the data — or only the research findings?


 
Access / sharing arrangement to verify
	Information / dataset
	Authorised recipients
	Sharing method

	 
	 
	 

	 
	 
	 


 


RESOURCE 03B  /  DIGITAL TOOLS AND CHANGES
	05
	Use Digital Tools Responsibly


 
Before introducing a platform, cloud service, transcription tool, AI-enabled service or other technology:
	☐  Identify what participant information the service receives.

	☐  Understand, as far as reasonably possible, where and how the data are processed.

	☐  Check who else may have access to the information.

	☐  Review institutional requirements and approved solutions.

	☐  Consider whether the same task can be performed without identifiable or sensitive information.

	☐  Update the Visual Data Mapping Template when introducing a tool changes the data journey.


 
	GOOD PRACTICE
A familiar or popular tool is not automatically appropriate for research data. For more, see Chapter 5 of the EMPATHER Core Guide.


 
	06
	Respond to Changes and Unexpected Events


 
	☐  Reassess privacy implications whenever the research design changes.

	☐  Review data mapping for new data types, tools, partners or participants.

	☐  Document significant changes to data-handling arrangements.

	☐  Address accidental disclosure, loss or inappropriate access promptly, following institutional procedures.

	☐  Seek advice when the implications of a change or incident are unclear.


 
	ASK  Have new data, technologies, partners, purposes or incidents changed the project’s privacy risks?


 


RESOURCE 03B  /  PROJECT COMPLETION
	07
	Complete the Data Lifecycle


 
	☐  Identify which research data must still be retained, for how long and why.

	☐  Remove unnecessary working copies and temporary files.

	☐  Delete identifiable information when it is no longer needed, following retention arrangements.

	☐  Review whether retained datasets can be further anonymised.

	☐  Remove access permissions that are no longer necessary.

	☐  Confirm that partners or external services handle remaining data as agreed.

	☐  Check that research outputs do not indirectly identify or harm participants, schools or communities.


 
Privacy-by-Design final check
	Final question
	Yes
	Review

	Did we collect only what was necessary?
	☐
	☐

	Did we protect identifiable information throughout the project?
	☐
	☐

	Was access limited to people who needed the information?
	☐
	☐

	Did we revisit privacy arrangements when circumstances changed?
	☐
	☐

	Are retention, anonymisation, archiving and deletion decisions clear?
	☐
	☐

	Can we explain and justify our data-handling decisions?
	☐
	☐


 
	ACTION WHEN REVIEW IS SELECTED
Record the outstanding issue and resolve it before completing the affected activity or project phase. Seek institutional, ethics, safeguarding or data-protection advice where necessary.


 


RESOURCE 03B  /  PROJECT DECISIONS AND SIGN-OFF
Record Project-Specific Privacy Arrangements
Complete these decisions before data collection and revisit them when the study or its data-handling arrangements change.
	Project decision
	Agreed arrangement

	Main data storage location(s)
	 

	Who may access identifiable data?
	 

	How will identifiers and the code key be protected?
	 

	How will data be securely shared, where necessary?
	 

	How long will different data be retained?
	 

	How will unneeded files and identifiers be deleted?
	 

	Who should be contacted for privacy / ethics advice?
	 


 
Actions and unresolved questions
	Issue identified
	Action required
	Responsible person
	Target date
	Done

	 
	 
	 
	 
	☐

	 
	 
	 
	 
	☐

	 
	 
	 
	 
	☐


 
Review record
Project: _______________________________________________
Completed / reviewed by: _________________________________     Role: ____________________
Date: ______________________________     Next review date: __________________________
	REVIEW THIS SOP WHEN
Research methods change; new types of data are collected; new digital tools or partner organisations are introduced; access arrangements change; an unexpected privacy issue arises.
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